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Abstract—Outsourcing medical data to healthcare cloud has become a popular trend. Since medical data of patients contain sensitive
personal information, they should be encrypted before outsourcing. However, information retrieval methods based on plaintext cannot
be directly applied to encrypted data. In this paper, we present a new cryptographic primitive named conjunctive keyword search with

secure channel free and autonomous path delegation function (AP-SCF-PECKS), which can be applied in scenarios where patients
want to search for and autonomous delegate their private medical information without revealing their private key. Particularly, the
proposed solution allows patients to set up multi-hop delegation path with their preferences, and the delegated doctors in the path can
search for and access the patient’s private medical information with priority from high to low. Patients can ensure that authorized
doctors are always trustworthy, and unauthorized users cannot obtain the private medical information of patients. Moreover, the
scheme supports the conjunctive keyword search, secure channel free, and is secure against chosen keyword attack, chosen
ciphertext attack, and keyword guessing attack. The security of proposed scheme has been formally proved in the standard model.
Finally, the performance evaluations demonstrate that the overhead of proposed scheme are modest for healthcare cloud scenarios.

Index Terms—searchable encryption, healthcare cloud, autonomous path delegation, proxy re-encryption, conjunctive keyword,

secure channel free.

1 INTRODUCTION

WITH the popularization and development of health-
care cloud, personal electronic health record (EHR)
has been widely used, which can effectively reduce medical
errors [1]. At the same time, hospitals need to keep the
medical records of outpatient and inpatient for a long time.
Local storage will take up a lot of storage space, which can
not realize the sharing of medical data between hospitals
and bring inconvenience to patients. Therefore, hospitals
can outsource EHRs to the healthcare cloud. However,
EHRs usually include sensitive information of patients, and
outsourcing to healthcare cloud in plaintext will face the
risk of privacy leakage. In order to ensure the privacy
of patients, EHR should be encrypted before outsourcing,
while information retrieval method based on plaintext can
not be directly used to encrypted data, which will cause
great inconvenience to obtain some medical records over
the healthcare cloud. Public key encryption with keyword
search (PEKS) [2] can retrieve ciphertext directly. With the
use of PEKS, hospitals can encrypt EHRs and outsource
them to healthcare cloud, so that patients can search their
EHRs without decryption, which can protect the privacy of
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patients while providing convenience for patients, doctors,
and practitioners.

In actual medical situations, a patient usually makes
appointment with different doctors, and needs to share his
EHRs with multiple doctors. In traditional PEKS method,
hospitals outsource encrypted EHRs to healthcare cloud,
only the patient can search for his EHRs, while doctors have
no search rights. To solve this issue, proxy re-encryption
(PRE) [3] method was introduced, it allows patient (delega-
tor) to delegate his encrypted EHRs’ search rights to doctors
(delegatees), so that the doctors can search and access them.
The delegation need to convert the encrypted EHRs through
semi-trusted proxy, and in the course of conversion, proxy
does not know the delegator and delegatee’s private keys,
nor can it learn any information about the EHRs.

However, if the scheduled doctor cannot provide timely
service to the patient for some reason, the patient needs to
make an appointment with another doctor that he expects or
trusts. In fact, making appointment is very difficult in some
areas, patient usually needs to make multiple appointments.
In some existing research on searchable proxy re-encryption
[4], [5], [6], [7], the patient needs to perform delegation
multiple times, which will bring inconvenience to the pa-
tient. Otherwise, the scheduled doctor needs to delegate the
patient to another doctor of his choice, while the second
doctor may not be expected and trusted by the patient, and
with more times of delegations, the lower the trust between
patient and doctor. Even if the patient sets a delegation list
in advance and lets the delegation execute according to the
list, the delegation is still easy to transfer to other users who
are not in the list. None of them can be applied perfectly to
this kind of scenario.
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In this paper, we endeavor to study a novel mechanism
and apply it to this kind of scenario. User can search and
access his encrypted data, then he also can act as a delegator
to sets a multi-hop delegation path in advance according to
his preference, so that delegatees in the path have high-to-
low search and access rights of the encrypted data. If the
first delegatee cannot search and access, the delegation will
be automatically transferred to the next delegatee in the
path. The delegation will be transferred one by one, until
there is a search query by a delegatee in the path, or there is
no search query after traversing the path. In this way, each
authorized doctor is expected or trusted by the patient, even
if the patient is not always online.

As far as we know, this is the first work to imple-
ment autonomous path delegation in searchable proxy re-
encryption scheme. A conjunctive keyword searchable en-
cryption scheme with secure channel free and autonomous
path delegation function (AP-SCF-PECKS) is proposed,
which has the following merits.

1) We present a novel searchable encryption scheme
that supports autonomous path delegation and con-
junctive keyword search functions. Users can search
and access his encrypted data through single or
multiple keywords, then the user can act as a del-
egator to delegate the search and access right of
user’s encrypted data to other users. Meanwhile,
the proposed scheme can support secure channel
free, which indicates that only the designated tester,
usually the server, has right to carry on the test al-
gorithm to check the relationship between trapdoor
and ciphertext.

2) The delegation in the proposed scheme strictly fol-
lows the delegation path. The delegator sets up a
multi-hop delegation path in advance, and the dele-
gatees in the path have search and access rights with
priority from high to low. At the same time, original
ciphertext and re-encrypted ciphertext cannot be
converted and inserted into other paths through
meaningful decryption operations. In this way, the
delegation strictly follows the delegation path and
cannot be transferred to other paths.

3) The security of the proposed scheme has been for-
mally proved against chosen keyword attack and
chosen ciphertext attack in standard model. It is
also able to resist keyword guessing (KG) attack.
Furthermore, we compare the functions and theoret-
ical performances with other relevant schemes, and
demonstrate the experimental simulation results.
Our scheme can support multiple useful functions,
and the overhead are acceptable in healthcare cloud
application.

The rest of the paper is organized as follows. In Section
2, we introduce the related works, then we formulate the
problem in Section 3. In Section 4, we introduce the prelim-
inary knowledge of bilinear mapping and the assumptions
which our AP-SCF-PECKS scheme is based on. In Section
5, we introduce the concept and security model of AP-
SCF-PECKS scheme. In Section 6, we describe details of the
construction and give the revocation mechanism, then apply
it to healthcare cloud. In Section 7, we give the security
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analysis, then we evaluate the scheme’s performance in
Section 8. Finally, we conclude this paper in Section 9.

2 RELATED WORKS

2.1 Public Key Encryption with Conjunctive Keyword
Search

Public key encryption with keyword search (PEKS) is
very important to protect the privacy of outsourced da-
ta. Boneh et al. [2] proposed a generic conversion from
anonymous identity-based encryption to PEKS in 2004, and
applied it to encrypted e-mail system. This is the first time
that the concept of PEKS was proposed. After that, many
kinds of work in PEKS were proposed and applied to the
cloud. [8] proposed a lightweight PEKS scheme with se-
mantic security for cloud-assisted wireless sensor networks,
which greatly reduces the computation intensive opera-
tions, and the search performance is close to some practical
symmetric searchable encryption schemes. [9] proposed a
designated cloud server PEKS scheme, only the designated
cloud server can complete the test. The scheme is based on
lattice assumption which can resist the attack of quantum
computer. [10] proposed an expressive PEKS scheme that al-
lows keyword search policy to be expressed by conjunctive,
disjunctive or any monotonic Boolean formulas, and the per-
formance is greatly improved compared with the existing
schemes. These PEKS schemes have different functions and
can be applied in different scenarios.

Conjunctive keyword search is a very useful function of
searchable encryption. It can provide multiple keywords
search concurrently, instead of querying single keyword
multiple times and obtaining the need through intersec-
tion calculation. Golle et al. [11] and Park et al. [12] first
studied this problem on encrypted data. Among them, [12]
proposed two constructions of public key encryption with
conjunctive keyword search (PECKS) in 2004. Subsequently,
various constructions of PECKS were proposed. [7] pro-
posed the scheme with timing enabled function, which also
has the function of designed tester and proxy re-encryption.
However, the searchable encrypted index is easy to transfer
the search right to the user who has not been delegated. [13]
proposed a lightweight fine grained PECKS system, which
also has the function of attribute update, and it can avoid
illegal accesses and returning irrelevant search results. [14]
showed two PEKS schemes with extended functionalities,
one supports conjunctive queries, another supports subset
queries and some more general predicates.

Recently, Sultan et al. proposed two keyword search
schemes [15] and [16], which can realize conjunctive key-
word search with minimal cost. Among them, [15] adopt-
s role-based encryption (RBE) technique, the authorized
users with proper roles that satisfy the defined role-based
access control policy can search and access the plaintext
through the efficient decryption. The roles are organized in
a hierarchy, and the ancestor roles can inherit the access
privileges of their descendant roles. The scheme is suitable
for multi organization cloud environment and supports user
revocation, it also can resist chosen plaintext and chosen
keyword attacks. [16] relying on ciphertext-policy attribute-
based encryption (CP-ABE), the authorized users with qual-
ified set of attributes can search and access the ciphertext.
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2.2 Secure Channel Free Public Key Encryption with
Keyword Search

Byun et al. [17] and Yau et al. [18] pointed out that many
classic PEKS schemes are vulnerable to KG attack. At the
same time, Baek et al. [19] proposed that the PEKS scheme
in [2] requires a secure channel between users and server,
which means that users cannot use an actual untrusted
channel, such as public WiFi or 5G etc, or at least require
an expensive secure socket layer connection. Obviously, it is
quite impractical. Then they proposed the concept of PEKS
scheme without secure channel, called secure channel free
public key encryption with keyword search (SCF-PEKS),
sometimes also called PEKS with a designated tester (d-
PEKS) [20], which can resist KG attack.

Following this work, various constructions of SCF-PEKS
were proposed. Such as [21] and [7] proposed SCEF-PEKS
schemes without random oracle. The construction of them
are based on the different pairing, but both of them can
resist chosen keyword, chosen ciphertext, and KG attack. [7]
also supports the function of proxy search. Recently, Suzuki
et al. [22] presented a construction of integrated SCF-PEKS
and public key encryption (PKE), the purpose is to solve the
problem that PEKS does not support decryption, then apply
the scheme to electronic medical record in cloud storage. Lu
et al. [23] proposed a certificate-based SCF-PEKS scheme un-
der the random oracle model, and the scheme can support
functions of implicit authentication and no key escrow. [16]
proposed an expressive authorized keyword search scheme
which also supports multiple functions, including secure
channel free, conjunctive keyword search, effective attribute
revocation and semantically secure against chosen keyword
and KG attacks.

2.3 Searchable Proxy Re-encryption

Proxy re-encryption (PRE) enables the proxy transforms
the ciphertext encrypted by the delegator’s public key into
a ciphertext that can be decrypted by the delegatee’s private
key. Blaze et al. [3] first presented the concept of PRE at
Eurocrypt’98. They pointed out two ways to classify PRE
scheme, one is divided into multi-hop and single-hop ac-
cording to the number of allowed transformation, another
is divided into bidirectional and unidirectional according
to the direction of allowed transformation. Subsequently,
combined with different application requirements, various
PRE schemes with different properties were proposed. [24]
proposed a non-transferable PRE scheme. [25] designed a u-
nidirectional PRE scheme, and applied the scheme in secure
social cloud storage system. [26] proposed a PRE scheme
with autonomous path delegation function in random oracle
model, and it cannot convert the ciphertext to other paths.

In 2010, Shao et al. [5] first proposed the concept of
proxy re-encryption with keyword search (PRES), which
integrated PEKS and PRE. However, the scheme encrypts
document and keyword by using same encryption algo-
rithm. Yau et al. extended PEKS in [6], and presented a
new concept for searchable proxy re-encryption scheme (Re-
PEKS) by separating document encryption and keyword
encryption. The restriction of [5] and [6] is that only one
keyword can be searched, and all of them have been proved
to be secure in random oracle model. Recently, Yang et al.
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[7] presented a conjunctive keyword search and proxy re-
encryption scheme in standard model. However, if the user
creates a multi-hop delegation path in advance, [5] and [6]
will easily transfer the search right to other users who are
not in the path. [7] is a Re-PEKS scheme with one-time
timing delegation function. None of them can well support
autonomous path delegation function.

3 PROBLEM FORMULATION
3.1 System Model

Fig. 1 shows the system model of the AP-SCF-PECKS
scheme, which consists of entities: trusted third party (TTP),
data provider, user, third-party data center and proxy server.
The TTP is responsible for generating key for users and data
center, and generating re-encryption key for proxy server.
Data providers outsource encrypted data to third-party data
center. Then users can search their encrypted data over the
data center, and they also can act as delegators to create
delegation paths to delegate their encrypted data. When a
user create a delegation path, the delegatees (i.e., authorized
users) in the path have high-to-low rights to search the
encrypted data. The first delegatee in the path has right to
search firstly, then the second. Delegation will be transferred
one by one, until there is a search query by a delegatee in
the path, or there is no search query after traversing the
path. The proxy re-encrypts the encrypted data for each
delegatee. Only the user and the authorized users can obtain
the matching ciphertexts by sending search query. After
receiving the search request, the data center performs search
operation, then returns the matching ciphertexts to the user
or authorized user.

3.2 Threat Model

The third-party data center is deemed as semi-trusted,
who is honest to search information for the users, but it also
spy out the private information of the user curiously. On
the other hand, malicious outside attackers can eavesdrop
data from public transmission channel, such as searchable
encrypted indexes and trapdoors, and also can analyze
and infer privacy information from the eavesdropped data.
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Furthermore, users may intend to access data that he has
not access right. Since most of the storage and search work
are completed by the data center, i.e. the data server, it is
assumed that the data server will not collude with users,
nor will it collude with malicious outside attackers.

3.3 Design Goals

Our AP-SCF-PECKS scheme is designed to achieve the
following goals.

1) Conjunctive keyword search with autonomous path
delegation function. The scheme should provide
multiple keywords search for ciphertext and allow
delegator autonomous set up delegation path. The
delegator delegates the search rights of his private
information to the delegatees in the path without
exposing his private key. Furthermore, the private
information of the delegator should be kept con-
fidential for unauthorized users and cloud data
center.

2) Delegation strictly follows the delegation path. An-
other challenge of the scheme is that the ciphertext
delegation is strictly follows the delegation path and
cannot be converted to other paths. The delegator
sets up a delegation path, the re-encryption cipher-
text along the path cannot be converted and inserted
into other paths through meaningful decryption
operations. At the same time, the original ciphertext
cannot be converted and inserted into other paths
through meaningful decryption operations.

3) Security goals. The security of the scheme are sum-
marized as follows. 1) resist chosen keyword and cho-
sen ciphertext attack: we will prove the scheme in-
distinguishable against chosen keyword and chosen
ciphertext attack (IND-AP-SCF-CKCA). 2) resist KG
attack: since the partial keywords of EHR are always
chosen from a small space, the scheme should be
indistinguishable against keyword guessing attack
(IND-KGA). 3) standard model: The security of the
scheme proved in standard model is stronger than
that in random oracle model. The proposed scheme
needs to be verified in standard model to ensure
higher security.

4 PRELIMINARIES
4.1 Bilinear Map

Definition1: (Bilinear Map) Let G; and G2 be two multi-
plicative groups of the same prime order p, g be a generator
of G1, g be a generator of G2. Assume that the discrete
logarithm problems in G; and G are intractable. We say
that e: G1 x Go — G is a bilinear map, if it satisfies the
following properties:

1) Bilinear: For all a,b € Z,, (g%, §°) = e(g, §)*°.

2) Non-degenerate: e(g, ) # 1.

3) Computable: For all g; € G and g2 € G, there is an
efficient algorithm to compute e(g1, g2) .

We represent Setuppa(k) as an algorithm, which inputs
the security parameter k, and outputs the bilinear mapping
parameters {p, G1,G2,Gr,€,9,3}.
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4.2 Computational Assumption

Definition2: (Decisional Diffie-Hellman Assumption (D-
DH)) Let G be a multiplicative group of prime order p, g
be a generator of GG. The advantage function AdvgaH (k) of
an adversary A is defined as

|Pr[A(g,9% 9% 9**) = 1] — Pr [A(g, 9% ¢".9") = 1]

where a,b,r € Z, are randomly chosen. We say that the
DDH assumption holds, if AdvZ ’?4H (k) is negligible for any
probabilistic polynomial time (PPT) A.
Definition3: (Symmetric External Diffie-Hellman As-
sumption (SXDH)) On input the security parameter k,
Setuppa (k) outputs the bilinear mapping parameters
{p,G1,G2,Gr,e,g,5}. The bilinear map is e: G; X Gy —
Gr. We define the advantage function Advé{ff{H (k) and
AdvgXRH (k) of an adversary A respectively as
|Pr[Alg, 9%, 9%, 9**) = 1] — Pr [Alg, 9, 9%, 9") = 1]
|Pr[A(g,5%.9".9*") = 1] = Pr[A(g,9 3" 3") =1]|
where a,b,r € Z, are randomly chosen. We say that
the SXDH assumption holds if both AdvgX5# (k) and
AdvgX QM (k) are negligible for any PPT A.
Definition4: (Decisional Bilinear Diffie-Hellman Assump-
tion (DBDH)) On input the security parameter £,
Setuppp (k) outputs the bilinear mapping parameters
{p,G1,G2,Gr,e,g,g}. The bilinear map is e: G; x Gg —
Gr. We define the advantage function Adv}PPH (k) of an
adversary A as

- o~ ~h ~ ~yabe
‘7’7‘ [A(g,g“,gb7gc,g,g“,gb,gc,6(9,9)“ ‘) = 1}

— Pr[A(g, 9% ¢*,9% 3,3, 3% 5 e(9.9)") = 1]|

where a,b,c,r € Z, are randomly chosen. We say that the
DBDH assumption holds if AdvBPH (k) is negligible for
any PPT A.

Definition5: (Truncated Decisional n-Augmented Bilinear
Diffie-Hellman Exponent Assumption (n-ABDHE)) On
input the security parameter k, Setuppy (k) outputs the
bilinear mapping parameters {p, G1,G2,Gr,e¢,9,G}. The
bilinear map is e: G; X Go — Gr. We define the advantage

function Adv’y APPHE (k) of an adversary A as

n n

’PT [A(g,ga,.”ga 7g7“.ga

~ o 2 ~ n+1
9597 e(g,9) ):1}

noo_ . _ - n+2 .
—Pr {A(g,g“,mg“ 29,9% 9% ,9%.97 ,e(9,9)") :1”

where a, z,7 € Z, are randomly chosen. We say that the n-
ABDHE assumption holds if Adv”~*BPHE ([) is negligible
for any PPT A.

5 DEFINITION AND SECURITY MODEL FOR
AP-SCF-PECKS

In this section, we formally define the conjunctive key-
word search with secure channel free and autonomous
path delegation function (AP-SCF-PECKS), then we give the
security model. The symbols used in this paper shown in
Table 1.
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TABLE 1: Summary of Notations

Notation Description
GP Global parameter
R;, R; User (delegator), Authorized user (delegatee)
pks, sks Public and private keys of data server
pki, sk; Public and private keys of R;
pkj, skj Public and private keys of R;
w,Q Keyword set
Pa; Autonomous delegation path of R;
l; The number of delegatees in Pa;
rkj_1.; Proxy re-encryption key for R;
Ci(Cj) Ciphertext for R;(R;)
7,0, (T5,Q) Trapdoor of R;(R;) on Q

5.1 Definition of AP-SCF-PECKS

o GlobalSetup(k): On input the security parameter k,
this function generates a global parameter GP.

o KeyGenger(GP): Oninput the global parameter GP,
this algorithm generates a public and private key
pair (pks, sks) for data server.

e KeyGeng(GP): On input the global parameter GP,
this algorithm generates a public and private key
pair (pk;, sk;) for user R;.

e PECK(GP,pks,pk;,W): On input the global pa-
rameter GP, public key pk, of the data server, pub-
lic key pk; of the user R;, a keyword set W =
(w1, ws, -+ ,wy), this algorithm returns a ciphertext
C; of W for R;.

o Trapdoorg,(GP,pks,sk;,Q): On input the global
parameter GP, public key pk, of the data server,
private key sk; of the user R;, a keyword query
set @ = (q1,492,"* ,qm),m < n. Then it outputs a
trapdoor T; o for ) generated by R;.

o Test(GP,pks, sks, T; 0, Ci): On input the global pa-
rameter GP, key pair (pks, sks) of the data server,
trapdoor T; g and ciphertext C;. If W includes @, it
returns 1, otherwise it returns 0.

If R; sets a delegation path, the following operations
are executed. (Note that for the convenience of descrip-
tion, we represent R, as the delegator which will set a
delegation path, and I7; as the delegatee in the path. The
key pair (pk;, sk;) generation of R; is same as that of R;.)

o CreatPath(GP,R;,R;,j =1,---,l;): On input the
global parameter GP, delegator R;, delegatees R;
where j=1,---,l;. It outputs a delegation path
Pa; = (Ry = R;,R1,Ra,--- , Ry,). It's means that
the path Pa; is designated by the delegator R;, and
the path contains [; delegatees, authorized user R; is
the first delegatee, authorized user R, is the second
and so on, authorized user R;, is the last.

o ReKeyGen(GP,Pa;,pks, sk;, sk, j=1,---,1;):
On input the global parameter GP, delegation path
Pa;, public key pk; of the data server, private
key sk; of the delegator R;, and private key
sk; of delegatees R; where j=1,---,l;. This
algorithm outputs [; pairs proxy re-encryption

— 1 J 3
key rkjin; = (rkjy kiR ),
j=1,---,l; then sends them to corresponding
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proxies via a secure channel. For j; = 1,
rkj_1»; = rkos1 denotes the re-encryption
key from the delegator R; to the first delegatee R;.
For j > 1, rkj_1-; denotes the re-encryption key
from the delegatee ;_; to the next delegatee R;.

. RePECK(GP, Pai,’/‘k'j_l_”',oj_l,l S] < li)I On
input the global parameter GP, delegation path
Pa;, re-encryption key rkj_1-;, and ciphertext
Cj-1, 1 <j <l;. To re-encrypt the ciphertext un-
der the public key pk;_; to the one under pk; in
the path Pa;, this algorithm first checks whether
(pkj—1,pkj) € Pa; and outputs 'L’ if not. Other-
wise, it outputs re-encrypted ciphertext C; for the
delegatee R;. For j = 1, ciphertext C; generated
by re-encrypting the original ciphertext Cy (i.e. C;),
For j > 1, C; generated by re-encrypting the re-
encrypted ciphertext Cj_;.

o Trapdoorg,;(GP,pks,skj,Q): On input the global
parameter GP, public key pks of the data server,
private key sk; of a delegatee R;, a keyword query
set @ = (¢1,92, " yqm),m < n. Then it outputs a
trapdoor T g for () generated by R;.

o Testre(GP,pks, sks,Tj.q,C;): On input the global
parameter GP, key pair (pks, sks) of the data server,
trapdoor T} ¢ and ciphertext C;. If W includes @), it
returns 1, otherwise it returns 0.

Correctness:
For any user R;, we have that
1 QCWwW
Test — { 0 otherwise }

If a delegator R; creates a delegation path Pa;, and a
delegatee R; belong to the path Pa;, we have that

1QgW}

Testre = { 0 otherwise

5.2 Security Model of AP-SCF-PECKS

In this section, we give the game-based security def-
inition of AP-SCF-PECKS scheme. The scheme is proved
to be IND-AP-SCF-CKCA secure (indistinguishable against
chosen keyword and chosen ciphertext attack) and IND-
KGA secure (indistinguishable against keyword guessing
attack).

5.2.1 Security Model for IND-AP-SCF-CKCA Security

In the following, we adopt a common security model
IND-AP-SCE-CKCA security for chosen ciphertext attack
and chosen keyword attack, in which the test query were
added in IND-AP-SCF-CKA [21]. It guarantees that the
server without the trapdoors for given keywords cannot dis-
tinguish which ciphertext encrypts which keyword, and the
outside attacker without server’s private key cannot make
any decisions about the ciphertexts, even if the attacker
obtains all the trapdoors of the keywords. The attack models
for these two types of attackers are described as Gameseryer
and GameRgeceiver respectively.

For the game Gamegeryer, A is assumed to be a server.
For the game Gamepgeceiver, A is assumed to be an outside
attacker including the receiver. If there is no PPT adversary
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A can win the games Game; below with non-negligible
advantage, where 7 is server or receiver, we say our scheme
meets IND-AP-SCF-CKCA security. If not specified, it is
applicable to both the game Gamegeryer and Gamegeceiver-
In the games, B is challenger, k is security parameter. We
consider the following games.

o Setup: GlobalSetup and KeyGeng., algorithm-
s are executed. The global parameter GP and
key pair (pks,sks) are generated. For the game
Gamegeryper, B sends (GP, pks, sks) to A. For the
game GameReceiver, B sends (GP, pks) to A.

e Query phase 1: A can adaptively make the following
queries.

1) Public key queries: A queries public key for any R;
or R;, B runs algorithm KeyGenpg to generate key
pair (pk;, sk;) or (pk;, sk;). Then, B returns public
key pk; or pk; to A.

2) Private key queries: A queries private key for any
R; or Rj, For the game Gamegeceiver, B returns pri-
vate key sk; or sk; to A. For the game Gameserver,
A is assumed to be a server that A will not collude
with users without access right, so A cannot makes
this query.

3) Trapdoor queries for delegator: A queries any
keyword set ) of his choice to generate trapdoor for
R;. B runs algorithm T'rapdoorr, and responds the
trapdoor T; ¢ to A.

4) Test queries for delegator: A queries any keyword
set () and any PECK ciphertext C; of his choice for
the test query. B first makes a trapdoor query on @
to get trapdoor T ¢, then runs algorithm T'est and
responds the result to A.

If A queries delegation path for any ciphertext,
runs the queries 5) to 9).

5) Delegation path queries: A queries delegation path
Pa; for any PECK ciphertext C; of R;. If it’s the first
time to query delegation path for the ciphertext C;, B
runs algorithms C'reatPath and ReKeyGen to cre-
ate delegation path Pa; and generate re-encryption
key for Pa;, then responds ”Pa; is created.” to A.
Otherwise, B outputs "L’ to indicate that the query
is invalid.

6) Re-encryption key queries: A queries re-
encryption key rk;_1_,; for the delegatee R; in Pa;,.
B first checks whether the path Pa; is created, and
whether (pk;_1,pk;) € Pa;. If not, B outputs "L’
to indicate that the query is invalid. Otherwise, B
responds re-encryption key rk;_1_,; to A.

7) Re-encryption queries: A queries ciphertext C;j_;
to generate re-encrypted ciphertext C; in the path
Pa;. B first checks whether Pa; is created, and
whether (pk;_1,pk;) € Pa;. If not, B outputs "L’
to indicate that the query is invalid. Otherwise, B
runs algorithm RePECK to generate re-encrypted
ciphertext C}, then returns C; to A.

8) Trapdoor queries for delegatee: A queries any
keyword set () to generate trapdoor for delegatee
R;. B runs algorithm T'rapdoorr; and responds the
trapdoor T ¢ to A.

9) Test queries for delegatee: A queries any keyword
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set ) and any RePECK ciphertext C; for the test
query. B first makes a trapdoor query on () to get
trapdoor T g, then runs algorithm T'estg. and re-
sponds the result to A.

o Challenge: Once A finishes the above queries, it
outputs two keyword sets (0 and ()7 of equal length,
a delegator R}, and it’s delegation path Pa; , a user
R; . (Notice that for the game Gameseryer, neither
Q5 nor Q7 has been queried to obtain the corre-
sponding trapdoor in Query phase 1). After receiving
them, B chooses a random 7 € {0, 1}, creates target
ciphertext set C* = (C7},, C}, ) for Q7, where C} and
Cy, are the ciphertext of R} and R}, respectively.
then returns them to A.

e Query phase 2: A can ask the same types of queries
as in Query phase 1, except for the following.
1) Trapdoor queries: For the game Gamegeryer, the
queries of T'rapdoorg, and Trapdoorg; are not al-
lowed if the generated trapdoor is distinguishable
for Qf and Q7.
2) Test queries: The queries of T'est and Testg. are
not allowed if the query result is distinguishable for
(C*,Q3) and (C*,Q}).

o Guess: A outputs the guess 7' € {0,1}. We say that
A wins the game if v/ = .

The advantage of A in Game; is defined as

AdvSe (k) = [Priy’ =] = Y.

The AP-SCF-PECKS scheme is said to be IND-AP-SCF-
CKCA secure if Adviamei (k) is negligible, where i is server
or receiver.

5.2.2 Security Model for IND-KGA Security

In the following, we define the notion of IND-KGA
security for AP-SCF-PECKS scheme. Specifically, IND-KGA
guarantees that an outside adversary (neither server nor
receiver), that has obtained the trapdoor for challenge key-
word set cannot observe the relationship between the trap-
door and any keyword set.

If there is no PPT outside adversary A (neither server
nor receiver) can win the game below with non-negligible
advantage, we say the AP-SCF-PECKS scheme meets IND-
KGA security. In the game, B is challenger, % is security
parameter. We consider the following game.

o Setup: GlobalSetup and KeyGeng,, algorithms are
executed. The global parameter GP and key pair
(pks, sks) are generated. Then, B sends (G P, pks) to
A.

e Query phase 1: A can adaptively make the following
queries.

1) Public key queries: A queries public key for any R;
or R;, B runs algorithm KeyGenpg to generate key
pair (pk;, sk;) or (pk;, sk;). Then, B returns public
key pk; or pk; to A.

2) Trapdoor queries for delegator: A queries any
keyword set () of his choice to generate trapdoor for
R;. B runs algorithm T'rapdoorpr, and responds the
trapdoor T; ¢ to A.

If A queries delegation path for any ciphertext,
runs the queries 3).
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3) Trapdoor queries for delegatee: A queries any
keyword set () to generate trapdoor for the delegatee
R;. B runs algorithm T'rapdoorg; and responds the
trapdoor T ¢ to A.

o Challenge: Once A finishes the above queries, it
outputs two keyword sets (0 and ()7 of equal length,
a delegator R and it’s delegation path Paj, a
user R} . (Notice that neither Qg nor ()7 has been
queried to obtain the corresponding trapdoor in
Query phase 1). After receiving them, B random-
ly chooses v € {0,1}, creates target trapdoor set
T{’:Q; = (T;‘lQ7 , T{;Q;) for R} and R , then returns
the target trapdoor set Ti}fQ: to A.

e Query phase 2: A can ask the same types of queries
as in Query phase 1, except for the following.
1) Trapdoor queries: The queries of T'rapdoorg, and
Trapdoorg; are not allowed if the generated trap-
door is distinguishable for Q§ and Q7.

e Guess: A outputs the guess 7' € {0,1}. We say that
A wins the game if v = ~.

The advantage of A in IND-KGA game is defined as

Adv“IL‘NDfKGA(k) _ ‘Pr Y =] — 1/2 )
The AP-SCE-PECKS scheme is said to be IND-KGA se-

cure if Adv NP~ KGA (k) is negligible.

6 CONSTRUCTION OF AP-SCF-PECKS AND ITS
APPLICATION IN HEALTHCARE CLOUD

In this section, we describe the construction of AP-SCF-
PECKS in detail and prove its correctness, then apply AP-
SCF-PECKS to healthcare cloud.

6.1 Construction of AP-SCF-PECKS

In the system, the files are encrypted by a symmetric
encryption algorithm, and symmetric key is encapsulated
with the user’s public key by key encapsulation mechanism.
Keywords extracted from the file are encrypted by the AP-
SCF-PECKS scheme. The scheme in the following focus
on searchable keywords encryption and autonomous path
delegation function.

o GlobalSetup(k): Let k be the security parameter, the
algorithm randomly chooses a generator g of group
G and a generator g of group G, sets a bilinear map
e : Gy xGy — Gp,ahash function H : {0,1}* — Zy,
and a cryptographic hash function H' : Gpr — Gj.
(By Z; and G35, we denote Z; : Z,\ {0} where 0 is
identity element of Z,,, and G% : G2\ {1} where 1 is
identity element of G'2.) Finally, the global parameter
isGP = {p, Gl, GQ, GT, e, qg, g, I?[7 H’}.

o KeyGengs,,(GP): This algorithm randomly chooses
V € G5 and z € Z,;, computes X = g* and outputs
data server’s public and private key pair (pks, sk;) =
(X, V), ).

o KeyGeng(GP): This algorithm randomly chooses
value y; € Z;, computes Y; = g%, and outputs
public and private key pair (pk;, sk;) = (Yi,y;) for
user R;.

o PECK(GP,pks,pk;,W): This algorithm selects a
keyword set W = (wy, ws, - - - ,wy,) for the user R;’s
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outsourcing file, and randomly chooses value 7 €
Z3%. An (n+1)-degree polynomial f(z) = 1, 12" +
Mma™ + -+ + ma + no should be constructed to
make H(wn), H(ws), -, H(wy,) and 7 to be (n+1)
roots of the equation f(z) = 1. Then the algorithm
randomly chooses s,r € Z%, computes t = e(X, V)?,
Ci,l = gs,Cm =1- e(X,}/i)r,Ci}g = gT,BW = ng
for 0 < ¢ < (n + 1). Then it outputs ciphertext
CZ' = (CZ‘J, CZ',Q, Ciyg, BSD) where 0 < (2} < (’Il + ].)

o Trapdoorgr,(GP,pks, sk;,Q): The user R; randomly
chooses T; _1,( € Z}, computes T; 5 = ¢¢, Tj , =
gm*.T,;,fyyz:'ZZ;l H(4)? . X< for 0 <@ < (n+1),
Q = (91,92, -+ ,qm), m < n. Then, the algorithm
outputs trapdoor T;. o = (T;-1,T;,—2,T;,,) where
0<p<(n+1).

o Test(GP,pks, sks, T; o,C;): After receiving trap-
door T; g and ciphertext C;, the server first computes
t =e(Ciq, f/)x, then checks whether the following
equation holds

) T, —
T Hz:(l) e(Ti,@/Tz‘g,C—Za Bw)w =C; 3 '

If the equation holds, it outputs 1. Otherwise, it
outputs 0.

If R, sets a delegation path, the following operations
are executed.

o CreatPath(GP,R;,R;,j=1,---,l;): The delega-
tor R; outputs a delegation path Pa; = (Ry =
R;,R1, Ry, -+, R;,) which contains [; delegatees.

The delegator R; sends a delegation notice
<Ri, Pa;, Sigsk, (Ru Pal)> to TTP, where Stgsy, (R“ Pai)
is the signature of the information (R;, Pa;) generated
by R;. Stig is a cryptographic secure signature algorithm,
which is not specified in this scheme. After the TTP receive
the delegation notice (R;, Pa;, Sigsk, (R;i, Pa;)), signature
Sigsk; (Ri, Pa;) can be verified by using the public key
of R;. If the signature verification fails, delegation request
will be rejected. Otherwise, the following delegation will be
executed.

o ReKeyGen(GP, Pa;,pks, sk;, skj,j =1,---,1;):
After receiving the delegation path Pa;, this algorith-
m randomly select s; € Z;, K; € G for delegatees
R; where j=1,---,l;, computes rk;_; =
(rkj_y ks 15k} ), 5 =1,---,1; in which
1 N

J— S
Tk'flaj =g,

Tk 1 ;= H' (K1 K- I~(J) - XYi7Y%  and
rk3 o Kj'e()fvv)sj,jil )
§=1 Kj-e(X,V)s=si-1,5>1
Then, the algorithm sends re-encryption key

rkj_15,7=1,---,l; to proxy server.

] RGPEOK(GP, Pai,Tkj_l_”', Oj—l; 1 S ] S lz) To
re-encrypt a ciphertext under the public key pk;_;
to the one under pk; in the path Pa;, this algorithm
first checks whether (pk;_1, pk;) € Pa; and outputs
’L”if not. Otherwise, it computes

) _ C’L,laj = 1 . o Ci,27j = 1
Cia = { Cj-11,7>1"7 Ciz = { Cj_12,5>1"
Ciz,j=1
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e(rk3_,_,;,Cjs), and
Tk?')fla ‘aj =1
Cio = Cj—l,ﬁj' Tk?j—l—n‘hj >1"
Then, the algorithm outputs re-encrypted ciphertext
Cj = (Cj,1,C52,C3,C44,C;5,Ci6,By), 0 < ¢ <
(n + 1) for the delegatee R;.

o Trapdoorg,(GP,pks, skj,Q): The delegatee R; ran-
domly chooses value Tj_1,{ € Z;, computes

Tj—o = ¢, Tjy, = gM’l'Tu—l'yj'ZZ":l H(qu)? | x¢
for 0 < ¢ < (n+1), @ = (1,42, Gm),
m < n. Then, the algorithm outputs trapdoor T o =
(Tj,-1,T},—2,Tj,,) where 0 < ¢ < (n+1).

o Testre(GP,pks, sks,Tj.q,Cj): After receiving trap-
door T} and ciphertext C}, the server first com-
putes t = ¢(Cj1,V)* and K = e(ccjﬁ’ then
checks whether the following equation holds

- Cool? 0 T (T T2 B =
[Cj2-e(H (K),Cj3)] 7"

If the equation holds, it outputs 1. Otherwise, it
outputs 0.

Correctness:
1) Test(G P, pks, sks, T g, C;): The server first computes
t =e(Ci1, V)" =e(g, V)™ = e(X,V)?, then checks the
following equation
n+1 T x T; —
thi - 'H;:O e(Ti,w/Ti,fzwa) =059 '
where
AL HZLI) e(Ti,@/Tﬁ_% B@)I

tTi—1 . 6(97g)z‘r'mfl-Ti‘_ryi-Egié o>y H(qu)?)
_ tTi.—l . e(g g)ﬂ’,"T'Ty‘,,—l'yi
= . ,
Ti,—1
Cis

the equation holds, it outputs 1.

2) Testre(GP, pks, sks, Tj g, Cj): The server first com-
putest =e(C;1,V)" =e(g,V)** =¢(X,V)* and K.
when j =1,

Cje6 7"‘5%714,' Kj-e X,f/ °j
K= nmr =, = 5(957':?))1 =K =K
and when j > 1,
C"G
K = SGavpe
_ Cimierkl_ L,
- e(rk;ilij,(/)z ) .
_ [Kre(X, V)] [Kae(X, V)27 1] [K e (X, V)% %01
3 e(g%,V)"
o Kl-Kng]‘-e(X,V)SJ
e(X,V)%i
K, Ky K

itmeans that K = K, - Ky --- Kj,j > 1.
Then checks the following equation

[t-Cisl™ " Totg e (T /TE 5. B,)" =

(Crz e (H' (K),Cj3)]

where
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T - n+1 z x
[t Cys)™ - ngio e(Tj/TF_y. By) .
T -1 ~e(rk32_1_>j70j,3)Tj**1 -6(97715!)”' hovs .
it e(H' (Ky - Ko+ Kj),9) 7t e(g,g)"" 0t

and

[Cia-e(H (K),C;3)]

(T (XY e (K g)
Tt elg, )" T o(H (K - K ) )T
apparently, the equation holds, it outputs 1.

The above 1) and 2) show that our AP-SCF-PECKS
scheme is correct.

6.2 Revocation

In this subsection, we provide revocation services for the
AP-SCF-PECKS scheme in three different situations: user
revocation, authorized user revocation in the path, and path
revocation.

User revocation: When TTP generates key pair for users, it
will display the users’ public key in its” public bulletin board
for use by other entities, and save the users’ private key.
When TTP revokes a user, it can remove the revoked user’s
public key from it’s public bulletin board, and remove the
revoked user’s private key. In this way, the data provider
cannot provide encryption for the revoked user. Other users
cannot perform path delegation for the revoked user, and
the revoked user also cannot execute path delegation for
himself (Due to TTP cannot generate proxy re-encryption
key for the revoked user). At the same time, all existing
original ciphertext, proxy re-encryption ciphertext, proxy re-
encryption key about the revoked user will be deleted. If the
revoked user in a delegation path, the proxy re-encryption
key about the next authorized user of the revoked user in
the path will be updated (same as ” Authorized user revocation
in the path”). In this way, the revoked user cannot search for
and match ciphertext, even if he can generate trapdoor with
his private key.

Authorized user revocation in the path: A user R; generates
a delegation path Pa; = (Ry = R;, Ry, , Ry, -+, Ry,).
When R; revokes an authorized user R; in the path
Pa;. First, R; updates the path as Pa; = (Ry =
Ri,R1, - ,Ri—1,Ri+1-- -, Ry,). Second, if necessary (the
re-encryption ciphertext Cj, for the revoked user Ry is
generated), the proxy sever re-encrypts C), by using the
re-encryption key rky_.11, generates the re-encryption ci-
phertext Ci4q for the next authorized user Rjyi, where
Cry1 = RePECK,y, _,, ., (Cy), and sends C} 41 to the data
center, then the data center updates Cy, to Cy41 . Finally, TTP
updates the proxy re-encryption key rkj_;_ k41 for the next
authorized user Ry in the path Pa;, where
Tkk—1-k+1 = (TkliflﬂkJrl?Tkl%flﬁk+1’rkgflﬁk+l)'

R 1k = TR TR S = TR

TR 1k = TRk TR s

and sends 7k;_1_,5+1 to the proxy server, then proxy sever
delete the proxy re-encryption key rky_1—x, 7kx—i+1. The
proxy re-encryption key of other unrevoked users (except
Rj.+1) in the path remains the same.

Path revocation: A user R; generates a delegation path
Pa;, he can set a deadline ¢; for the path. When the proxy
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Fig. 2: Application Model for AP-SCF-PECKS

server generates proxy re-encryption ciphertext for autho-
rized users in the path, and sends the proxy re-encryption
ciphertext to the data center together with the deadline ¢;.
The data center compares the current time with the deadline
t; of the proxy re-encryption ciphertext, and deletes the
expired proxy re-encryption ciphertext. In this way, the path
beyond the deadline is invalid. If the user R; revokes the
path Pa;, the proxy re-encryption key and the generated
proxy re-encryption ciphertext corresponding to the path
Pa; will be deleted, all users in the revocation path Pa; will
not be able to search and match the corresponding proxy
re-encryption ciphertext.

It can be ovserved that, the revocation mechanism of
the proposed scheme does not introduce any significant
additional overhead.

6.3 Application of AP-SCF-PECKS in Healthcare Cloud

In this subsection, we apply the AP-SCF-PECKS scheme
to healthcare cloud. As shown in Fig. 2, there are five
types of entities: TTP (trusted third party), hospital (data
provider), patient/doctor (user/authorized user), health-
care cloud (third party data center) and proxy server. TTP
generates keys for patient, doctor, healthcare cloud, and
generates re-encryption keys according to delegation path.
When hospitals, patients and doctors join in the system,
they first need authorization to ensure their legitimacy [27],
[28]. Then, hospitals outsource patient’s encrypted EHRs
to healthcare cloud, patient can search his EHRs over the
healthcare cloud. When the patient want to make appoint-
ment with some doctors, he can act as a delegator to sets
a multi-hop delegation path in advance according to his
preference, so that doctors in the path have search and
access rights of EHRs with priority from high to low.

Step 1: Hospitals store encrypted EHRs on the healthcare
cloud. When the hospital uploads EHR, the hospital extracts
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keywords from the EHR, such as the patient’s identity,
hospital, department or disease, type of examination report,
etc. Then the hospital encrypts keywords into searchable
encrypted indexes by using patient’s public key with the
AP-SCF-PECKS scheme, encrypts the EHR into ciphertext
by using a symmetric encryption algorithm, and uploads the
encrypted indexes and corresponding ciphertext to health-
care cloud.

Step 2: The patient wants to obtain his EHRs from the
healthcare cloud. He first generates trapdoor using query
keywords and his private key, then sends the trapdoor to
healthcare cloud for search. After receiving search request,
healthcare cloud returns the matching ciphertexts to the
patient. If the query keyword is the patient’s identity, the
patient can search and obtain all his EHRs. If the query
keywords are the patient’s identity and X-ray examination,
the patient can search and obtain his X-ray examination, no
matter in which hospital.

Step 3: The patient wants some doctors search and access
his EHRs with priority from high to low. He can obtain his
encrypted EHRs like Step 2, and send them to the proxy.
Then he act as a delegator to create a multi-hop delegation
path to delegate these EHRs. The delegation path such as
“1.Dr.Alice, 2.Dr.Bob, ... ”. It indicates that the access right
is delegated to Dr.Alice firstly, if Dr.Alice is unable to search
and query, the access right will be transferred to Dr.Bob,
and so on. The delegation will be terminated when there is
a search query by a doctor in the path, or there is no search
query after traversing the path. At the same time, the proxy
server will re-encrypt ciphertexts using re-encryption keys.

Step 4: The authorized doctor wants to search and access
EHRs of the patient. He generates trapdoor using query
keywords and his private key, then sends the trapdoor to
healthcare cloud for search. After receiving search request,
healthcare cloud returns the matching ciphertexts to the au-
thorized doctor. Authorized doctor are similar to the patient,
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according to the different keywords of query, authorized
doctor can obtain different range of medical records of the
patient.

For the convenience of description, the above described
the situation of setting a delegation path for a patient.
However, the scheme can be applied to multiple users and
multiple paths scenarios.

In practical application, each patient can be assigned a
personal cloud space in healthcare cloud, and the EHRs
of a patient can be centrally stored in his personal cloud
space. When the patient wants to obtain his EHRs from the
healthcare cloud, he can access his personal medical account
and search EHRs from his personal cloud space. In addition,
the data provider also can be the patient himself.

7 SECURITY ANALYSIS

We give security proofs for AP-SCF-PECKS scheme in
this section. In general, the solution should meets the fol-
lowing security requirements.

e Confidentiality: The confidentiality of AP-SCF-
PECKS scheme means that user’s sensitive informa-
tion in EHR must be kept secret from unauthorized
users and cloud data center. The EHR file is protected
by a strong symmetric encryption algorithm, and
keywords of the EHR are encrypted by the PECK
and RePECK algorithms. Only the data server can
execute the Test and Testp. algorithms to match
the ciphertext by using it’s private key, but it cannot
decrypt the matching ciphertext, nor can it obtain
any information about the keywords and secret keys

of user.
o Strictly following delegation path: If a user
R; creates a delegation path Pa; = (Ry =

Ri,Ri, Ry, -, Ry,), the access right of the cipher-
text will be delegated strictly following the path,
and cannot be converted to other paths through
meaningful decryption operations. It means that the
re-encrypted ciphertext C; for delegatee R; in the
path Pa; (j # 1) cannot be converted and inserted
into another path Pa’ generated by R; or R;. Simi-
larly, the original ciphertext C; generated by R; also
cannot be converted and inserted into other paths.

7.1 Security Proof for IND-AP-SCF-CKCA Security

Theorem 1: Assuming that n-ABDHE and DBDH problem
are intractable, the AP-SCF-PECKS scheme is IND-AP-SCE-
CKCA security in standard model. If there is a PPT adver-
sary A, who breaks e ~-IND-AP-SCF-CKCA security of AP-
SCF-PECKS scheme, then we can construct a PPT adversary
B using A to break ¢; n-ABDHE problem and e, DBDH
problem with 1 > €, €2 > €.

Proof: The proof of theorem 1 is as follows.

Gamegerper: A is assumed to be a server.

We first let the challenger set the groups Gi, G2
and Gp with an efficient bilinear map e, a genera-
tor ¢ of G; and a generator § of (2. Suppose that
B accepts a properly distributed n-ABDHE instance
(9:9% 9,3, 5% - 3%, 55,57 ,T) and has to distin-
guish T' = e(g, g)za”“ from a random element in Gr.
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Setup: B generates and outputs the scheme’s glob-
al parameters GP = {p,G1,G2,Gr,e,9,5,H,H'},
where H : {0,1}* — Z} is a hash function, H' : Gt
— (1 is a cryptographic hash function. 5 randomly
chooses = € Z;, V € G35, computes X = g%, let
(pks, sks) = ((X,V), ) be the data server’s public
and private key pair. Then, B sends (GP, pks, sk;) to
A.

Query phase 1: A makes the following queries.

1) Public key queries: A adaptively queries a public
key for R; or R;. B randomly chooses y; € Z;, and
defines the public key Y; = (§)¥ = §°¥, which
means the private key of R; is ay; that is unknown
to B. The key pair of R; is (pk;, sk;) = (Y;,ay;). The
key generation of R; is similar to that of R;. Then, B
sends pk; or pk; to A.

2) Trapdoor queries for delegator: A adaptively
queries a keyword set @ = (¢1,¢2,** ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
T;-1,¢C € Z;, computes T; _o = g,

T = (g T i B0 ¢
g™ T —1(ayi) Xy Higw)? | x ¢

where 0 < ¢ < (n+1). B has successfully simulated
the trapdoor T; o = (T;,-1,Ti,—2,Tip), 0 < ¢ <
(n+ 1) for R;, then B responds T; ¢ to A.

3) Test queries for delegator: A adaptively queries
any keyword set () and any PECK ciphertext C; for
the test query. B first makes a trapdoor query on @
to get trapdoor T; g, then runs algorithm T'est and
responds the result to A.

If A queries delegation path for any ciphertext,
runs the queries 4) to 8).

4) Delegation path queries: A adaptively queries
delegation path for a PECK ciphertext C; of R;.

If it’s the first time to query delegation path for the
ciphertext C;, B runs algorithm CreatPath to create
path Pa; = (R;,Ri1,Ra, -, Ry,). Then, B selects

sj € Z,, Kj € Gp for j=1,---,1;, and computes
rhj 1oy = (rkj_y 5k, rk} ., ), in which
7"]{?314_1_” = gsj, Tkj—1—>j = H/(Kl . KQKJ> .

(g0 Wi—vi)® = H'(K; - Ko - - Kj) - Xvimavs,

s o KjeXV)ug=1
g1 Kj-e(X,V)s5si-1 5 >1

B has successfully simulated the re-encryption key,
then responds ”Pa;, is created.” to A.

Otherwise, B outputs 'L’ to indicate an invalid query.
5) Re-encryption key queries: A adaptively queries
re-encryption key rk;_q_,; for the delegatee R; in
Pa,;. B first checks whether the path Pa; is created,
and whether (pk;_1,pk;) € Pa;. If not, B outputs
"1’ to indicate that the query is invalid. Otherwise, B
returns re-encryption key rk;_1_; to A.

6) Re-encryption queries: A adaptively queries ci-
phertext C;_; to generate re-encrypted ciphertext C;
in the path Pa;. B first checks whether the path Pa;
is created, and whether (pk;_1,pk;) € Pa;. If not,
B outputs 'L’ to indicate that the query is invalid.
Otherwise, B runs algorithm RePECK to generate
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re-encrypted ciphertext C; as an honest user does,
then responds the re-encrypted ciphertext C; to A.
7) Trapdoor queries for delegatee: A adaptively
queries a keyword set @ = (q1,42,"** ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
T;, -1, € Z;, computes Tj _o = gq,

Tj,so — (gla)yj'm71~Tj,71'ZT:1 H(qu)% LX< =
g™ Ti-(ey) Ui Haw) ™ L x ¢

where 0 < ¢ < (n + 1). Then, B responds the
trapdoor Tj @ = (Tj,-1,Tj,~2, Tjp), 0 < o < (n+1)
to A.

8) Test queries for delegatee: A adaptively queries
any keyword set ) and any RePECK ciphertext C}
for the test query. B first makes a trapdoor query on
Q to get trapdoor Tj g, then runs algorithm Test g,
and responds the result to .A.

Challenge: Once A finishes the above queries, it
outputs two keyword sets Q and Q7 of equal length,
a delegator R} and it's delegation path Paj, a
user R . Upon receiving them, B chooses a random
7€ {Oa 1}/ let ny - ( i,la Q:,Qa e 7ny,m>'

For RY, let F(z) = 2" and R(z) =(F(z) —
PO HQ )/ (o =TTy H(Q,,)), which is
a polynomial of degree n. Then B randomly se-
lects s*, s;f, T € Z;, K* € Gr, computes t* =
e(X,V)*", and constructs a polynomial f*(z) =
niq 2™t 4+ ke + - + iz + g such that
H(Q% 1), H(Q% 5),--- , H(Q% ,,) and 7" are (n + 1)
roots of the equation f*(z) = 1. Then B sets

C;il - gs*/ .
% * T n Re—1-a ~ Ny
Oi,2:t -T yz~e(H¢:1g ¢-1 7(9) yz),
Cra=(77)%, By = (Cig)",0< o < (n+1).

and

Ciy=C =g, )
;’2 _ Ci*,Q — L TTYs e(HZ=1 gR¢—1'a ,(57)7v),
Crs=Ciy = (3, Cjy =g,
Cig=
e (H’(K*), (gz)R(a)) e ((ga)(yi—yj)w, (gz)R(a)) =
e (H'(K*), gR@) - ¢ (glavi—av)w g=R(@)),
Cio=K* - e(X,V)%,

where R is the coefficient of z¢ in R(x). Let r* =
ZR(a),if T = e(g,§)*""", then
C;,z = 011*,2 = X .

* ~Nza"tlz.y; | \Tayiz 3, Rea® _
t*-e(9,9) v -elg,9) N

t* . 6(97 g)x'ayi‘za . e(g7 g)zlay‘.z th:() L -

£ elg,g)T v T R Rl = L e(X,Y))",

Cia=Ciz=4g",
Cis=ce (H'(K*),5"") - e (glovi—ov) = g7") =
e (H’(K*) .X(ayi—ayj)’gr*)_

For R}, the original ciphertext generation is similar
to R} . Then B sends challenge ciphertext set C* =
(C;, C},) to A. Both of them are valid encryption for
Q

21?
*

e
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e Query phase 2: A can ask the same types of queries
as in Query phase 1, except for the following.

1) Trapdoor queries: The queries of Trapdoorg, and
Trapdoorg; are not allowed if the generated trap-
door is distinguishable for Q0§ and Q7.

2) Test queries: The queries of Test and Testg. are
not allowed if the query result is distinguishable for
(C*,Q3) and (C*, Q5).

o Guess: Aoutputs a guess v’ € {0,1}. If v/ = ~, then
B outputs 1 meaning T = e(g,§)**" . Otherwise, it
outputs 0 meaning 7' # e(g@)wn+1 but a random
element in G .

Probability Analysis: In the guess phase, the adver-
sary A is capable to break the scheme with the ad-
vantage Adv;*"“Sever(k) = ¢, the advantage of B a-
gainst the n-ABDHE problem is Advjy ABPHE (k) = ¢,
If T = e(g,5)*"", A must satisfy |Pr[y =] —1/2| >
e. Else T is uniform in G¢, and 3*73;77'* S Z;,
K* € Gr are randomly chosen, (C},,C},,C} 3, By) and
(C51,C54,C55,C5 4, Cr 5, Cf 6, By,) are uniformly random
from A’s view, thus the original ciphertext and the re-
encrypted ciphertext for R} and R;, cannot reveal any
information regarding the bit v, then |Pr [y =~v]| = 1/2.
Therefore, when «a is uniform in Z;, T is uniform in G, we
have

noo. - +2 - n41
‘7’7’ {B(g,mg“ Gy 9% .95, 9 .e(g,9)% ):1} -

Pr [8(97”_ganyg’_._ganvgz’gzcﬂ%?’T) = ].iH 2
[(1/2+e)—1/2|=¢

n
)

as required.

We summarize the above statements into a bound on
adversary’s advantage in Gamegeryer is that e < e5.

GameRgeceiver: A is assumed to be an outside attacker
including the receiver.

We first let the challenger set the groups Gi, G2 and
Gt with an efficient bilinear map e, a generator g of G
and a generator g of G2. Suppose that B accepts a properly
distributed DBDH instance (g, g%, ¢°, 9%, §, 3%, 3°, G, T) and
has to distinguish T = e(g, §)** from a random element in
Gr.

o Setup: B generates and outputs the scheme’s glob-
al parameters GP = {p,G1,G2,Gr,e,9,9,H,H'},
where H : {0,1}* — Z3 is a hash function, H' :Gr
— (1 is a cryptographic hash function. Define public
key X = g% V = g*, which means the private key
of data server is a that is unknown to B. The data
server’s key pair is (pks, sks) = ((X,V),a). Then B
sends (GP, pks) to A.

e Query phase 1: A makes the following queries.

1) Public key queries: A adaptively queries a public
key for R; or R;. B randomly chooses y; € Z,
computes Y; = g¥¢, the public and private key pair
of R; is (pks,sk;) = (Yi,y;). The key generation of
R; is similar to that of R;. Then, B sends pk; or pk;
to A.

2) Private key queries: A adaptively queries a private
key for R; or R;. B responds the private key sk; = y;
or sk; =y, to A.

3) Trapdoor queries for delegator: A adaptively
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queries a keyword set @ = (q1,42," - ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
T;,-1,¢ € Z}, computes T; 5 = ¢¢,

Tvz_ o= gm71~Ti,71'yi'ZT:1 H(qu)? . (ga)C =
gm_l'Ti,—l'yi'Z,Tzl H(qu)? | XC,

where 0 < ¢ < (n+1). B has successfully simulated
the trapdoor T; o = (T;,-1,Ti,—2,Ti4), 0 < ¢ <
(n+ 1) for R;, then B responds T; ¢ to A.

4) Test queries for delegator: A adaptively queries
any keyword set () and any PECK ciphertext C; for
the test query. B first makes a trapdoor query on @
to get trapdoor T; g, then runs algorithm T'est and
responds the result to A.

If A queries delegation path for any ciphertext,
runs the queries 5) to 9).

5) Delegation path queries: A adaptively queries
delegation path for a PECK ciphertext C; of R;.

If it's the first time to query delegation path for
the ciphertext C;, B runs algorithm CreatPath to
create path Pa; = (R;, R1,Ra2,---,Ry;). Then, B

selects s; € Z;, K;j e Grforj=1,---,l; computes
rkj1o; = (rkj_y_;rk 7k}, ), in which
rki ;= g%, rki_,; = H'(Ki - Ky---Kj) -

(g*)¥i=¥), and

s Keelgng)m.i=1
j—1—=j K;- e(ga7§b)sj—31717j >1 "

B has successfully simulated the re-encryption key,
then B responds ” Pa; is created.” to A.

Otherwise, B outputs "L’ to indicate an invalid query.
6) Re-encryption key queries: A adaptively queries
re-encryption key rk;_i_,; for the delegatee I?; in
Pa;. B first checks whether Paq; is created, and
whether (pk;_1,pk;) € Pa;. If not, B outputs "L’
to indicate that the query is invalid. Otherwise, B
returns re-encryption key rk;_1_,; to A.

7) Re-encryption queries: A adaptively queries ci-
phertext C';_; to generate re-encrypted ciphertext C
in the path Pa;. B first checks whether Pa; is created,
and whether (pk;_1,pk;) € Pa;. If not, B outputs
"1’ to indicate that the query is invalid. Otherwise, B
runs algorithm RePECK to generate re-encrypted
ciphertext C; as an honest user does, then responds
the re-encrypted ciphertext C; to A.

8) Trapdoor queries for delegatee: A adaptively
queries a keyword set Q = (q1,42," - ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
Tj,-1,¢ € Z, computes Tj 5 = g¢¢,

Ty = g T EE (o)
gm_l'TJ'=*1'y]'ZZL:1 H(qu)? . XC,

where 0 < ¢ < (n + 1). Then, B responds the
trapdoor Tj g = (Tj,-1,1},-2,Tj,,), 0 < o < (n+1)
to A.

9) Test queries for delegatee: A adaptively queries
any keyword set () and any RePECK ciphertext C)
for the test query. B first makes a trapdoor query on
Q to get trapdoor T} g, then runs algorithm Test g,
and responds the result to A.
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e Challenge: Once A finishes the above queries, it
outputs two keyword sets (05 and ()7 of equal length,
a delegator R} and it's delegation path Paj, a
user It} . Upon receiving them, B randomly chooses
v E {Oal}/ let Qf/ = ( ;,17 :727"' 7ny7'm)'
For R;, B randomly selects r*, s;*-, T € Z;'

K* € Gr, and constructs a polynomial f*(x) =

M1 @ H b mpa™ 4 - i x4 og such that H(Q% 1),

H(Q% 5),--, H(Q} ,) and 7% are (n+1) roots of the

equation f*(x) = 1. Then B sets

tr=T,0 =9%Cia=T-e(g",Ys)"™, Cls=9"",

By = (C15)"%,0< ¢ < (n+1),
and

Cia=Ci1=9°Cly=Ciy =T e(¢", Yi)™,

0;73 = C’ZB = gr*, C}.k,4 = gsj,
Cis = e (H/(IK) - (4")0).C),
Cio= K" -el 7).

If T = e(g, §)*, then t* = e(g, §)*° = e(X, V)"

For RZ-‘Q, the original ciphertext generation is similar

to R} . Then B sends the challenge ciphertext set

C* = (C},C}) to A. Both of them are valid en-
cryption for Q7.

e Query phase 2: A can ask the same types of queries
as in Query phase 1, except for the following.

1) Test queries: The queries of T'est and Testgr. are
not allowed if the query result is distinguishable for
(C*,Q5) and (C*, Q5).

o Guess: A outputs a guess 7' € {0,1}. If v/ = ~,
then B outputs 1 meaning 7' = ¢(g, §)**°. Otherwise,
it outputs 0 meaning 7" # e(g, §)** but a random
element in Gr.

Probability Analysis: In the guess phase, the adver-
sary A is capable to break the scheme with the ad-
vantage Adv;*"fecciver(f) = ¢, the advantage of B
against the DBDH problem is AdvEBPH(k) = e, If
T = e(g,5)%, A must satisfy |[Pr[y =+]—1/2] >
e. Else T is uniformly random, and t* = T is u-
niform in Grp. Since 7%, s}, 7" € Z; K* € Gr
are also randomly chosen, (Cf,Cf5, Cf5, By) and
(C51,C54,C5 5,054, Cr 5, C 6, BY) are uniformly random
from A’s view, thus the original ciphertext and the re-
encrypted ciphertext for R} and Rj cannot reveal any
information regarding the bit ~, then |Pr [y = 4] = 1/2.
Therefore, when a, b, ¢ are uniform in Z;, T' is uniform in
G, we have

~ ~ ~b ~ ~\ab
‘7’7’ [[B(g,g“,gb,gc,g,g“,gb,g‘i6(g,g)a ‘) = 1} -
Pr[Blg,9%,9",9%3,3%,3", 5 e(9.9)") = 1][ >
(1/2+¢2)—1/2[ = ¢

as required.

We summarize the above statements into a bound on
adversary’s advantage in Gamepgeceiver s that € < es.

This completes the proof of Theorem 1.

7.2 Security Proof for IND-KGA Security

Theorem 2: The AP-SCF-PECKS scheme is IND-KGA
security in the standard model assuming that the SXDH
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problem is intractable. If there is a PPT adversary .4, who
breaks e—IND-KGA security of AP-SCF-PECKS scheme,
then we can construct a PPT adversary B using A to break
the ¢/ SXDH problem with ¢’ > ¢.

Proof: The proof of theorem 2 is as follows.

We first let the challenger set the groups G, Gy and Gr
with an efficient bilinear map e, a generator g of G1, a gener-
ator § of G2. Suppose that B accepts a properly distributed
DDH (SXDH problem in G1) instance (g, g%, ¢°, T) and has
to distinguish 7' = g% from a random element in G'.

o Setup: B generates and outputs the scheme’s glob-
al parameters GP = {p,G1,G2,Gr,e,9,9,H,H'},
where H {0,1}* — Z; is a hash function,
H' : Gy — G, is a cryptographic hash function.
B randomly chooses V' € G35, defines X = gb, let
(pks, sks) = ((X,V),b) be the data server’s public
and private key pair, and the private key b is un-
known to B. Then B sends (G P, pk;) to A.

o Query phase 1: A makes the following queries.

1) Public key queries: A adaptively queries a public
key for R; or R;. B randomly chooses y; € Z;,
computes Y; = g¥¢, the public and private key pair
of R; is (pk;,ski;) = (Yi, ;). The key generation of
R; is similar to that of R;. Then, B sends pk; or pk;
to A.

2) Trapdoor queries for delegator: A adaptively
queries a keyword set @ = (q1,42,"** ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
T;,-1,¢ € Z;, computes T; 5 = ¢¢,

Ti o= gm_l-Tivfl'yi‘ZTZI H(qu)? . (gb)C —
gmil'Ti,—l'yi'ZZL:l H(qu)? . XC,

where 0 < ¢ < (n+ 1). B has successfully simulated
the trapdoor T; o = (T;,-1,Ti,—2,Tip), 0 < ¢ <
(n + 1), then B responds the trapdoor T; ¢ to A.

If A queries delegation path for any ciphertext,
runs the queries 3).

3) Trapdoor queries for delegatee: A adaptively
queries a keyword set Q = (q1,42," - ,qm),m < n
to obtain a trapdoor for R;. B randomly chooses
Tj,-1,¢ € Z, computes Tj 5 = g¢¢,

=l gy STm @
Ty, = gvz Ty, —1-y;- 20 H(guw)? | (") =
gm 'Tj,—l'yj'zzl=1 H(qu)? . XC,

where 0 < ¢ < (n+1). Then B responds the trapdoor
Tjq = (ij—lﬂij—Qvijtp)/ 0<p< (n + 1) to A.

o Challenge: Once A finishes the above queries, it
outputs two keyword sets (0 and ()7 of equal length,
a delegator R} and it's delegation path Paj, a
user I} . Upon receiving them, B randomly chooses
A {07 1}/ let Q: = ( ?;717 Qf/727 e aQ:/,m)‘
For R} , B randomly selects 7" _; € Z; and sets

Tp y=g%T7, = g™ Toorv B @07
0< < (n+1).

If T = g%, then

7

Ti*go = gmil' Sy e H(QY )7
gmil' i*,fl'yi'z;le H(QY )% . Xe,

.gab:
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For R}, the trapdoor generation is similar to R .
Then B sends the challenge trapdoor set T;Q; =
(17 Q5 17 o) to A. Both of them are valid trapdoor
for Q7. !

o Query phase 2: A can ask the same types of queries
as in Query phase 1, except for the following.
1) Trapdoor queries: The queries of T'rapdoorg, and
Trapdoorg; are not allowed if the generated trap-
door is distinguishable for Q§ and Q7.

o Guess: Aoutputs a guess 7' € {0,1}.If v/ = ~, then
B outputs 1 meaning 7' = ¢*°. Otherwise, it outputs
0 meaning 7' # ¢g° but a random element in G.

Probability Analysis: In the guess phase, the adversary
A is capable to break the scheme with the advantage
Adv!NP~ECGA() = ¢, the advantage of BB against the SXDH
problem is Advgng(k) = If T = g°°, A must satisfy
|Pr[y =~] —1/2| > . Else T is a random element in Gy,
thus T}, for 0 < ¢ < (n + 1) are uniformly random and in-
dependent element in G;. Since T € Z; is also randomly
chosen, (T7_, T} _5,T},) for 0 < ¢ < (n + 1) are uni-
formly random from A’s view, thus T;Q; cannot reveal any
information regarding the bit -, then |Pr [y = 4] = 1/2.
Therefore, when a,b are uniform in Z;, T is a random
element in GG1, we have

Pr[B(g.g".g" 9"") = 1] — Pr [B(g.g*,¢".g") = 1]| >
(1/2+e)—1/2]=¢

as required.

We summarize the above statements into a bound on
adversary’s advantage is that ¢ < ¢’.

This completes the proof of Theorem 2.

8 PERFORMANCE ANALYSIS

In this section, we first compare theoretical performance
of AP-SCF-PECKS with other relevant schemes. Then, we
give the simulation results to evaluate the practical perfor-
mance.

8.1 Comparison

In this subsection, we have compared AP-SCF-PECKS
scheme with other relevant schemes. The comparison results
about function, communication and computation overhead
are shown in Table 2, Table 3 and Table 4.

8.1.1 Functionality Comparison

In Table 2, we show the functions comparison as follows.

o Autonomous path delegation: Autonomous path del-
egation enables that each delegatee to be trusted and
expected by the delegator, the delegatees in the path
have search and access rights of the encrypted data
with priority from high to low. At the same time,
the delegation strictly follows the delegation path
and cannot be transferred to other paths. [26] and
our scheme can support autonomous path delegation
function, but [26] is a single proxy re-encryption
scheme and cannot support ciphertext retrieval.
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TABLE 2: Functions Comparison with Other Schemes

Scheme F1 F2 F3 F4 F5 Fé6 F7
[2] No | No | No | No | No | No | No
[5] No | No | No | Yes | No | No | No
[6] No | No | No | Yes | No | No | No

[7] No | Yes | Yes | Yes | Yes | Yes | Yes
[10] No | Yes | No | No | No | Yes | No
[15] No | Yes | No | Yes | No | Yes | Yes
[16] No | Yes | No | No | Yes | Yes | Yes

[19] No | No | No | No
[20] No | No | No | No
[21] No | No | No | No | Yes | Yes | No
[23] No | No | No | No | Yes | No | No
[26] Yes | No | No | No | No | No | No
Our Yes | Yes | Yes | Yes | Yes | Yes | Yes

Yes | No | No
Yes | No | No

Note: F1: Autonomous path delegation; F2: Conjunctive keyword;
F3: Keyword subset search; F4: Proxy search;
F5: Against KG attack; F6: Standard model; F7: Revocation.

e Conjunctive keyword: Conjunctive keyword search
function can provide multiple keywords search, in-
stead of performing keyword search multiple times
and getting the need through intersection calcula-
tion. Searchable encryption schemes in [7], [10], [15],
[16] and our scheme can provide conjunctive key-
word search function.

e Keyword subset search: Keyword subset search func-
tion makes the number of keywords in a search is
unrestricted, as long as the search keyword set is a
subset of the encrypted keyword set. The scheme
in [7] and our scheme can provide keyword subset
search function. Unfortunately, [7] cannot support
path delegation fuction.

e Proxy search: The proxy re-encryption technology
will greatly facilitate users to delegate the search and
access rights of their ciphertext. [5], [6], [7], [15] and
our scheme can provide proxy search function for
users by introducing proxy re-encryption technolo-
gy. Among them, [15] adopts proxy re-encryption
technology, which is mainly used to realize role
inheritance and user revocation.

o Against KG attack: Outside attackers can easily
realize KG attack by stealing communication infor-
mation on the public transmission channel. Most of
the existing schemes such as [2], [5], [6], [10] and
[15] cannot resist KG attacks. The schemes in [7],
[16], [19], [20], [21], [23] and our scheme can support
secure channel free and resist KG attacks.

e Standard model: The schemes in [2], [5], [6], [19],
[20], [23] and [26] have been proved to be secure in
random oracle model. However, the security proved
in standard model is higher than that in random
oracle model. The schemes in [7], [10], [15], [16], [21]
and our scheme have been proven secure in standard
model.

e Revocation: Revocation is essential for searchable
encryption scheme that support multi-user scenarios.
The scheme in [7], [15], [16] and our scheme support
revocation. Among them, [7] implements revocation
by embedding the deadline into the re-encrypted
ciphertext. [15] supports complete user revocation
and role-level revocation, [16] supports user revo-
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cation and user’s attribute revocation. Our scheme
support user revocation, authorized user revocation
in delegation path and path revocation.

Thus, our AP-SCF-PECKS scheme has multiple useful
functions and high security.

8.1.2 Communication and Computation Overhead Com-
parison

In Table 3 and Table 4, we show the comparison of com-
munication and computation overhead. Among them, [2],
[5], [6], [7], [15], [20], [23] and [26] are based on symmetric
bilinear pairing e: GXG — Gr.[16], [21] and our scheme are
based on asymmetric bilinear pairing e: G; x G2 — Gr. The
ciphertext size aG1+bGa+cGr+dZ,+e{0,1}1°% + £{0, 13"
means that a ciphertext consists of a elements in G and b
elements in G5 (symmetric bilinear pairing expressed as G),
c elements in G'7, d elements in Z,, e elements in {0, 1}/°%
and f elements in {0, 1}k, where a,b,¢,d, e, f are positive
integers. n is the size of keyword set, [; is the number
of delegatees in the delegation path. ns and |Sip,| are
the number of organizations and roles associated with a
user, [I'g|, |T'| are the number of organizations and roles
associated with a ciphertext in [15]. n,, is the number of
“OR” gates in an access policy, |Sip, |, n: are the number of
attributes associated with a user and a trapdoor in [16]. t.;
and t.o are the time costs for computing an exponentiation
in G and G5 (symmetric bilinear pairing expressed as t.). ¢4
and ¢, are the time costs for computing an exponentiation in
Gt and a bilinear pairing. ¢, is the time cost for computing a
hash function H' : Gy — G in our scheme, a hash function
H': Gr — Gin[26], a hash function H : {0,1}* — G in[2],
[5], [6], [20], and the running time of these hash functions is
almost the same. %, is the time cost for computing a map-
to-point hash in [23]. ¢4 is the time cost for computing a
division. The running time for all the other basic operations
include t4 will be ignored since they are much more efficient
than t,,, te, te1, tea, tg and tp,.

o The size and generation overhead of key in [15] are
linear with the number n, of organizations and the
number |S7p, | of roles associated with a user. In [16],
they are linear with the number |S;p, | of attributes
associated with a user. In [21], they are linear with
number n of keywords. However, the size of key
in our scheme are only one element in G and 7,
and the generation overhead of our scheme also only
needs an exponentiation operation in Ga.

e The size and computation overhead of ciphertext
in [15] are linear with the number n of keywords,
the number |I'| of roles and the number |I's| of
organizations associated with a ciphertext. In [16],
they are linear with the number n of keywords and
the number n,, of “OR” gates in an access policy. In
[7] and our scheme, they are linear with the number
n of keywords. Only [7], [15], [16] and our scheme
can support conjunctive keyword search.

e The size and computation overhead of trapdoor in
[15] are linear with the number |Stp,, | of roles associ-
ated with a user. Similarly, the computation overhead
of search in [15] are linear with the number |S;p, |
of roles associated with a user. In [16], the size and
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TABLE 3: Communication Overhead Comparison with Other Schemes
Scheme T1 T2 T3 T4 T5 Té6
2] G Zy - G + {0, 1}°9 - [€
(5] G Zp Zp 3G + Gr +{0,1}" 3G+ Gr +{0,1}F G
[6] G Zp Zp G+ {0,1}" G+ {0,1}F G
delegator:(n+2)G+Z),
[7] G Zp Zy (n+2)G+ Gr (n+5)G+ Gr delegatee:(n1+3)G+Z,
[15] nsG Zp+(ns+2|S1p, )G Zp 2|0 |+2n+4)G+Gr - (2|Stp,, |+3)G+Z,
S +2)G1+
[16] G (\(| éﬁ;‘J \+1)) o _ nG1+2G2+(nor+1)Zp - (n4+2)(G1+G2)
[20] 2G Zy - G+ {0,1}" - 2G
[21] (1’!+1)G1 +2G2 (71+3)Zp - G1+2G2+2GT - G1+Zp
[23] G Zy - G +{0,1}" - G
[26] G Zp li(2G1+GT) G+ Gr li(QG + 2GT) -
] _ delegator:(n+3)G1+Z,
Our Ga Zyp 1i2G1+GT) G1+(n+3)G2+Gr li(2G1+(n+3)G2+3GT) delegatee:(n+3)G1+Z),
Note: T1: Public key size; T2: Private key size; T3: Re-encryption key size; T4: Ciphertext size;
T5: Re-encrypted ciphertext size; ~ T6: Trapdoor size.
TABLE 4: Computation Overhead Comparison with Other Schemes
Scheme T7 T8 T9 T10 T11 T12
[2] te - tp+2te+tp, - tetty tp
[5] te tq 2tp+3te+2t4+3ty, te te+ty tp
[6] te tq Lp+2tetts, te te+tp, tp
[7] te tq (n+2)te+2t, (n+5)te (n+3)te (n+2)tp+te+3ty
[15] (2ns+2|Srp, [+1)te - (2n+|T[+|Tp[+4)te+ty - (2[StD,, [+3)te (IS1p, [+2)tp+(St D, [+1)te
or+1)tp+2te, +
[16] | (1Spy[+2)(ter+teo) - e - — | 2ttt H 4t 4t +3te,
[20] 2te - tp+2te+ty - 3te+2ty, tp+2te+ty,
[21] (n+1)te1+2te2 - Stp+te1+4teo+3t +ty, - tel At p+2teo+21
[23] te - 2tp+2te+tm+tg - tp+3te+2tm tp
[26] te li(tp+2te+2tp) tp+tetty litp - -
Our teo [i(2te1+tg+tp) tp+2te1+(n+3)tea+ty litp (n+4)te, (n+3)tp+2te1+3ty

Note: T7: Key generation; T8: Re-encryption key generation; T9: Encryption; T10: Re-encryption; T11: Trapdoor; T12: Test/Search.

computation overhead of trapdoor are linear with
the number n, of attributes in a trapdoor. In [7]
and our scheme, they are linear with the number
n of keywords, while only [7] and our scheme can
support keyword subset search.

o The size and computation overhead of re-encryption
key and re-encrypted ciphertext in [26] and our
scheme are linear with number I; of delegatees in
delegation path, since they need to generate re-
encryption key and re-encrypted ciphertext for each
delegatee. The size and computation overhead of re-
encryption key and re-encrypted ciphertext for each
delegatee are similar to other schemes.

e The schemes in [2], [5], [6], [20], [21] and [23] may
have less computation overhead in encryption, trap-
door generation, test or search operation, but they
only can support single keyword search.

In conclusion, the efficiency of AP-SCF-PECKS scheme
is moderate, and we can support multiple useful functions
and high security.

8.2 Evaluation

We evaluate AP-SCF-PECKS and [7], [15], [16] by imple-
menting the scheme on an experimental workbench. The
experiments have been executed by using the pairing based
cryptography (PBC) library [29] on a PC with running
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Windows10, 15-8265U 1.6-GHz processor, and 8 GB memory.
To make the result more accurate, we have executed each
algorithm multiple times and calculated the average execu-
tion time as the result. At the same time, we have compared
the experimental time with the theoretical time, that the
experimental time are almost the same as the theoretical
time.

Fig.3 shows the experimental results for each algorithm
of our scheme. The experiment were carried out in four
different elliptic curves: MNT159, MNT201, MNT224, and
BN160, and the pairings Type D159, D201, D224, and F on
these four curves are asymmetric Type 3 pairings. As shown
in Fig.3, the MNT159 curve for each algorithm has less com-
putation time than MNT201 and MINT224 curves. Although
the cost of BN160 curve is less than that of MNT159 curve
for the algorithm PECK, T'rapdoor g, and T'rapdoor Rr,,but
considering the overall cost of AP-SCF-PECKS scheme, M-
NT159 curve has lower cost and better performance. There-
fore, the cost of the scheme will be evaluated based on the
MNT159 curve, which can provide security level of 80-bit.
The average execution time of GlobalSetup, KeyGenger,
KeyGenpg algorithm are approximately 0.2s, 19.8ms and
18.4ms. The execution time of GlobalSetup algorithm in-
cludes the time of two bilinear pairing operations e(g, §) and
e(X, V). These two operations do not consume additional
computation time in other phases.

As shown in Fig.3, we demonstrate the execution time
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Fig. 4: Operation Time in AP-SCF-PECKS, Yang et al.’s Scheme [7], Sultan et al.’s Schemes [15] and [16]"

of each algorithm with different values of n and /;. Among
them, PECK, Trapdoorg, and Trapdoor r,, Test, Testg,
algorithms in (b) (d) (e) (f) are increase linearly with the
number n of keywords. (a) (c) show the execution time
of ReKeyGen and RePECK algorithms, they increase
linearly with the number I; of delegatees in delegation path.
In general, the number of query keywords and delegatees
are normally less than 10. It can be seen from Fig.3 that
when n and [; are taken as 10, the total execution time of
our scheme is close to 1s. Since the computation cost of each
entity is one-time, the execution time of the simulation is
acceptable.

Fig.4 shows the experimental comparison of the pro-
posed scheme with the related works [7], [15], [16], and we
consider the most frequently operations Encryption, Trapdoor

Generation, and Search/Test. For [16] and our scheme, we use
asymmetric Type D159 pairing. For [7] and [15], we use
symmetric Type A pairing.

The asymmetric Type D159 pairing has large calculation
overhead for pairing and exponentiation in G5, and has
small calculation overhead for exponentiation in G. There-
fore, as shown in Fig.4 (a) (b) (c), the computation overhead
of our scheme is smaller in trapdoor generation phase and
larger in encryption and testing phase compared with [16].
However, our scheme can support keyword subset search,

1. (a)(b)(c) are the comparison of computation overhead for AP-SCF-
PECKS and [16], which all use the asymmetric Type D159 pairing.
(d)(e)(f) are the comparison of computation overhead for AP-SCF-
PECKS, [7] and [15], where AP-SCF-PECKS uses the asymmetric Type
D159 pairing, [7] and [15] use the symmetric Type A pairing.
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i.e. the number of search keywords is unrestricted. For the
case of single keyword search, the cost of our scheme is close
to [16].

Similarly, due to the performance of asymmetric Type
D159 pairing, as shown in Fig.4 (d) (e) (f), the computation
overhead of our scheme is smaller in trapdoor generation
phase and larger in encryption and testing phase compared
with [7] and [15]. In summary, the asymmetric pairing has
lower computational efficiency and higher security than
the symmetric pairing. Therefore, our scheme has larger
computational overhead in some stages compared with [7]
and [15], but can guarantee higher security.

In conclusion, the proposed scheme focus on different
authorization entities and scenarios compared with the ex-
isting searchable encryption schemes, and the experimental
results show that the efficiency of the proposed scheme is
moderate for the healthcare cloud application.

9 CONCLUSION

In this paper, we have proposed a novel conjunctive
keyword search scheme which can realize autonomous path
delegation function, then we apply it to healthcare cloud.
It can achieve that patient search and access his EHRs
through single or multiple keywords. The patient also can
autonomously delegate the search and access right of his
EHRs to doctors with the priority from high to low, and
the delegation cannot be transfered to other unauthorized
users. The security has been formally proved in standard
model, which indicates that our scheme guarantees a higher
level security. It is also able to support secure channel free
and resist KG attacks. The theoretical and experimental
evaluation show that the efficiency of the proposed scheme
is moderate for healthcare cloud application, which can
support multiple useful functions and high security.
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